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Abstract. The paper presents research, the purpose of which is to
define a machine learning model for express analysis of network
traffic in a distributed computer system for managing decentralized
generation facilities based on renewable energy. The available
tools for monitoring processes in the computer network are consid-
ered. The problem of network traffic anomaly detection is pre-
sented as a binary classification problem. The input data of the
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model is represented by 10 features, which are determined on the ~ Ykraine

basis of the RFE method based on the results of computational experiments on classification based on the exam-
ples of the Network Intrusion Detection dataset. To determine the optimal model, both neural network models:
MLP, RNN, LSTM, and traditional machine learning models: KNN, Logistic Regression, Decision Tree, GBM were
investigated. Implementations of these models from Scikit-learn and TensorFlow resources were configured and
trained. According to the results of computational experiments, the most accurate models for detecting network
traffic anomalies in a distributed computer system were determined: LSTM (F1 score: 0.97 on the test sample,
0.95 - in working mode) and RNN (F1 score: 0.97 on the test sample, 0.94 - in working mode). Tests have shown
that RNN or LSTM anomaly prediction when transmitting a packet does not change the time order relative to
transmission without prediction. The use of defined machine learning models to build subsystems for detecting
network traffic anomalies in systems of distributed generation of electric energy based on renewable sources will
allow to increase resistance to failures and force majeure situations, the efficiency of their work, especially taking
into account the challenges to the operation of the energy system of Ukraine during the war.
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biHapHoI Knacugbikayii. BxioHi 0aHi modeni npedcmasneHo 10 03HaKaMu, AKi 8U3Ha4YeHi Ha ocHosi memody RFE
30 pe3ynemamamu rposedeHux 064UCA08AIbHUX eKCriepUMeHMIe 3 Kaacugikauii 3a npuknadamu damacemy
Network Intrusion Detection. a5 8uU3HAYeHHA ONMUMAnbHOI Mooesni bys0 00cnioOHceHo AK Helipomepexcesi Mo-
deni MLP, RNN, LSTM, mak i mpaduyiliHi modesni mawuHHoz2o Has4aHHA KNN, Logistic Regression, Decision Tree,
GBM. HanawmosaHo ma npoeedeHo Ha84aHHA peanizayili yux modesneli 3 pecypcie Scikit-learn, TensorFlow. 3a
pesyabmamamu 064UC08AAbHUX eKCriepuMeHmie 8U3HAYeHO OnMUMAasbHi 30 MoYHicmio modesni 001 euse-
7IeHHA aHomanili mepexceso2o mpacghiky e po3noodineHili kKommr’tomepHux cucmemax LSTM (F1 score: 0,97 Ha me-
cmosili subopuyi, 0,95 — y poboyomy pexcumi) ma RNN (F1 score: 0,97 Ha mecmosili subopyi, 0,94 — y poboyomy
pexcumi). BunpobosysaHHs nokasanu, wo nepedbayeHHs aHomaniti RNN abo LSTM npu nepedayi nakemy He
3MIHIOE NOPAOOK Yacy 8iOHOCHO nepedadyi 6e3 nepedbaveHHA. BUKOPUCMAHHA 8U3Ha4YeHUx moodeneli MauwuHHO20
Has4YaHHA 014 Nobydosu nidcucmem 8UABAEHHA aHOMAnIl mepexteso2o mpagiky e cucmemax po3noodineHoi 2e-
Hepauii enekmpu4Hoi eHepzii Ha 0CHO8I 8iOHOB/1B8AHUX OXtepen 00380AUMb nidsuwWUMU cmilikicme 0o 8iomos
ma popc-maxcopHuUx cumyayiti, epekmusHicmes ix pobomu, 0cobaUB0 8PAX08YHOYU BUKAUKU 00 pobomu eHepeae-
muyYHoi cucmemu YKpaiHu nid Yac siliHu.

Knrouoei cnoea: 8ioHoen0e8aHa eHepeemuka, deueHmpanizauii eHepeemuxu, MLP, RNN, LSTM, KNN, Logistic
Regression, Decision Tree, GBM.

List of abbreviations and acronyms used:

CNN — Convolutional Neural Network LSTM — Long Short-Term Memory

DNN — Deep Neural Networks MLP — Multilayer Perceptron

GBM — Gradieent boosting machine RFE — Recursive Feature Elimination)

KNN — k-Nearest Neighbors RNN — Recurrent Neural Network

Introduction — continuous monitoring of running programs and
processes;

The Energy Strategy of Ukraine until 2050, approved by the
Cabinet of Ministers of Ukraine on April 21, 2023, envisages
increasing the sustainability of the Ukrainian energy system  — control of the components' connection health;
and the reliability of energy supply by decentralizing elec-  _  component load control;

tricity generation throughout the country, which is signifi-
cantly related to the development of renewable energy.
Amendments to the Laws of Ukraine on Restoration and To solve the first four tasks, special software tools are used,
Green Transformation of the Energy System of Ukraine [1]  the most common of which are: Nagios, Zabbix, and Pro-
are aimed at reforming the electricity industry in many as- metheus. These tools are effective for basic monitoring and
pects of the functioning and development of the Ukrainian  control, however, they are not always suitable for networks
energy market, including small distributed generation. In  with energy facilities due to

addition to their economic benefits, distributed power gen-
eration systems can perform a balancing function. The
transformation of the energy system implies a significant
complication of the distributed power system and requires - scalability issues (as the size of the infrastructure in-
the creation of effective monitoring systems to ensure the  creases, the performance of these tools can significantly
stability and reliability of energy supply [2]. Subsystems of  decrease);

power facilities are distributed computer systems. Such
systems use heterogeneous software that must exchange
information. One aspect of security is the timely detection
of errors in the results of the system components. Such er-
rors may be related to flaws inherent in the software devel-  To solve the fifth task of network traffic analysis, special
opment — the so-called "bugs" — or caused by external fac- commercial software is also used, which is multifunctional,
tors directly during the execution of programs in the requiresa lot of computing resources, and usually has high
complex. Even minor errors in the operation of programs  requirements for computing resources, as well as for the
can lead to serious consequences, such as reduced perfor-  knowledge and experience of personnel. Table 1 provides
mance, data loss, or a computer network security breach.  information on the most common network traffic monitor-
This is critically important for distributed computer systems  ing tools, as well as an assessment of the effectiveness of
that contain energy facilities. To detect program execution  their analysis according to the PAT Researcher platform ed-
errors in a timely manner, it is necessary to perform itor [3].

— control of operating system resources;

— monitoring of network traffic.

- Limitations of integration with other monitoring and con-
trol tools;

- the inability to ensure continuous monitoring of certain
parameters in real time, which can lead to delays in detect-
ing threatening situations.
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Table 1. Network traffic monitoring tools

Evaluation of analysis

Hadoop, Spark, Cassandra services

Name Integration capabilities Analysis methods
results
Splunk API ona Python, JavaScript Machine learning methods 8.2
(uses Splunk Machine Learning
Toolkit)
Crunch Metrics | API for Java, Python; Methods of statistical analysis |7.6
API for integration with other services
such as AWS, Google Cloud
Elastic X-Pack API for Java; Self-learning algorithms, neural |9.1
integration with Elasticsearch network models
Loom Systems API for Python, JavaScript Al for behavioral analysis and|9.5
cyber threat detection
Anodot API for Java, Python; Machine learning methods, cor-| 8.9
APIs for integration with other services | relation analysis (real-time analysis)
such as AWS, Azure, Google Cloud
Numenta API for Python, C++ Data analysis methods NetFlow, | 8.5
J-Flow, sFlow, IPFIX; (real-time analysis)
neural network models (HTM -
Hierarchical Temporal
Memory).
DataRPM API for Java, Python, integration with | Machine learning methods, in-|7.5

cluding deep learning

The article [4] evaluated the basic concepts of artificial in-
telligence for detecting anomalies in a computer network,
which were interpreted as changes in the regular behavior
of the network. The tests were conducted using examples
from the Intrusion Detection Evaluation Dataset (UNB ISCX
IDS 2012) [5]. Based on the evaluation results, a model
based on Random Forest was selected for implementation.
The results of DNN (Deep Neural Networks) were close in
accuracy. The third alternative was a two-level Naive Bayes
model. The article identifies the advantages of using ma-
chine learning methods to detect anomalies in the network,
in particular: close to real-time detection, which is neces-
sary for effective network security; sufficiently high accu-
racy when dealing with complex and dynamic network traf-
fic and the ability to adapt to network environments.

In [6], a concept based on a combination of a convolutional
neural network CNN (Convolutional Neural Network) and a
recurrent network LSTM (Long Short-Term Memory) with
attention mechanisms was proposed for analyzing network
traffic. The resulting model has the ability to successfully
adapt to different data sets and achieve high accuracy
rates. The model can also work effectively with encrypted
traffic, making it a valuable tool for security and network
management applications. The experimental results pre-
sented in this paper demonstrate the high accuracy of the
model in classification tasks. On a dataset of real VPN-
nonVPN [7] traffic, the model showed an F1 accuracy of
over 95% and a recall of over 90%.

The above works and the software tools used in this paper
involve multitasking analysis, and the models created re-
quire a lot of computing resources. Distributed computer
networks with power generation sources can be of differ-
ent scales, which primarily concerns the computing power

involved. Precisely for renewable energy, in connection
with the need to integrate into the energy supply system
elements related to different types of renewable sources
and managed by different network systems [8], it is rele-
vant and practically significant to provide express analysis
of network traffic based on modern machine learning mod-
els with using the minimum number of computing re-
sources.

Statement of the problem

The object of research is software tools for detecting pro-
gram execution errors in a distributed computer system.

The subject of research is artificial intelligence models for
analyzing network traffic in a distributed computer control
system.

The purpose of the study is to determine a machine learn-
ing model for rapid analysis of network traffic in a distrib-
uted computer system for managing decentralized renew-
able energy facilities.

To achieve this goal, the following tasks are necessary:

1. Formalize the problem for the artificial intelligence
model.

2. ldentify machine learning models for detecting network
traffic anomalies.

3. Determine the parameters and hyperparameters of the
models and train them.

4. To conduct computational experiments to determine
the optimal model for detecting network traffic anoma-
lies in a distributed computer system in terms of accu-
racy and speed.
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Research methods: machine learning models: KNN, Logistic
Regression, Decision Tree, GBM; neural network models:
MLP, RNN, LSTM.

1. The task for the artificial intelligence model.

For rapid analysis, it is proposed to solve the problem of
binary classification, the result of which is a prediction of
the presence of an anomaly: 1 (present), O (perceptible), or
probability of presence/absence, depending on the model.

Compared to n-ary classification (n>2), binary classification
simplifies the model, which contributes to its effective
training, reduces the risk of overtraining in the case of neu-
ral networks, speeds up predictions, and requires less com-
puting resources.

The model must learn the ability to effectively distinguish
between normal and abnormal network traffic.

To determine the input features of the binary classification
task, we used the Network Intrusion Detection dataset
from the Kaggle platform [9]. Examples of this dataset have
42 characteristics each, determined by the values of the
technical parameters of packets and network traffic or cal-
culated on their basis.

According to the results of computational experiments on
all these models, using the RFE (Recursive Feature Elimina-
tion) method, the 10 most significant features for predict-
ing the presence of anomalies were identified. Subse-
quently, the Network Intrusion Detection dataset was
transformed into a derivative dataset with a smaller input
vector dimension.

Thus, the input data for detecting network traffic anomalies
are as follows:

1. ProtocolType — protocol type (for example, TCP, UDP,
ICMP).

2. Flag —the state of the TCP connection flags.

3. SrcBytes — the number of bytes sent from the source to
the destination.

4. DstBytes —the number of bytes sent from the recipient
to the source.

Table 2. Weights of input parameters

5. Count — the number of connections for the last 2
seconds for the same host.

6. SameSrvRate — the share of connections for the same
service.

7. DiffSrvRate — the share of connections for different
services.

8. DstHostSrvCount — the number of connections to the
same service of the receiving host for the last 2 seconds.

9. DstHostSameSrvRate — the proportion of connections
to the same service of the receiving host.

10. DstHostSameSrcPortRate — the share of connections
from the same source port to the destination host.

2. Machine learning models for detecting network traffic
anomalies.

Several artificial intelligence concepts can be used to solve
this problem. To determine the optimal model, we investi-
gated neural network models: MLP, RNN, LSTM, and tradi-
tional machine learning models: KNN, Logistic Regression,
Decision Tree, GBM.

When choosing models, we took into account the peculiar-
ities of the classification task, first of all, the importance of
taking into account information on the analysis of previous
network traffic packets. For this purpose, the most suitable
are recurrent neural networks RNN and their variant —
LSTM [10]. Other models have been investigated as tradi-
tional classification models. Some of these models can be
applied to other tasks with time-dependent input data. For
example, in [11], a comparative analysis of KNN and Light
GBM Algorithms was conducted for the task of wind energy
forecasting. In [12], the examples of the dataset were
measurement data for 7 parameters made over a 17-hour
period, and out of 12 models, Randomized Decision Trees
was determined to be the best in terms of accuracy for the
task of binary classification of the current state of stamping
presses.

3. Implementation of machine learning models
Based on the RFE method, the weights of each input fea-
ture for all models were determined (Table 2).

Input feature KNN :ggg:zts':ion TD:’;;S'“ GBM LSTM RNN MLP
ProtocolType 0.14 0.14 0.25 0.04 0.05 0.03 0.15
Flag 0.07 0.08 0.01 0.06 0.03 0.21 0.14
SrcBytes 0.35 0.30 0.33 0.71 0.35 0.28 0.252
DstBytes 0.25 0.19 0.19 0.07 0.34 0.27 0.23
Count 0.06 0.06 0.035 0.015 0.012 0.012 0.02
SameSrvRate 0.01 0.05 0.05 0.012 0.014 0.014 0.014
DiffSrvRate 0.03 0.05 0.03 0.02 0.012 0.01 0.011
DstHostSrvCount 0.03 0.05 0.042 0.035 0.1 0.1 0.06
DstHostSameSrvRate 0.028 0.03 0.03 0.015 0.012 0.007 0.054
DstHostSameSrcPortRate | 0.032 0.05 0.033 0.023 0.08 0.067 0.069
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Table 3 shows the tools for creating machine learning models from the Scikit-learn [13] and TensorFlow [14] resources.

Table 3. Implementation of machine learning models

Model name

Implementation tools

KNN

Tools Scikit-learn, library sklearn.neighbors, class KNeighborsClassifier

Logistic Regression

Tools Scikit-learn, library sklearn.linear_model, class LogisticRegression

Decision Tree

Tools Scikit-learn, library sklearn.tree, class DecisionTreeClassifier

GBM Tools Scikit-learn, library sklearn.ensemble, class GradientBoostingClassifier
LSTM Tools tf2onnx [15], tensorflow, library tf.keras.layers, class LSTM

RNN Tools tensorflow, library tf.keras.layers, class SimpleRNN

MLP Tools scikit-learn, library sklearn.neural_network, class MLPClassifier

4. Computational experiments

All models were trained on the Network Intrusion Detec-
tion dataset. The training sample was 80% of the dataset,
and the test sample was 20%.

The first set of experiments was conducted to determine
the optimal model in terms of classification accuracy.

For the experiments, in addition to the test sample of the

Table 4. Classification results by accuracy

Network Intrusion Detection dataset, a set of real data was
created, determined by the current characteristics of net-
work traffic in a distributed computer network. Based on
the metrics, 17885 examples were created.

The classification accuracy for each model was evaluated
separately on the test set and the data set obtained in the
production mode. The results of the F1 score are shown in
Table 4.

Accuracy by F1 score
Model name — - -
on the training dataset on the test dataset in the working mode
KNN 0.93 0.90 0.81
Logistic Regression 0.92 0.91 0.71
Decision Tree 0.97 0.97 0.64
GBM 0.93 0.93 0.88
LSTM 0.98 0.97 0.95
RNN 0.97 0.97 0.94
MLP 0.94 0.93 0.61

The difference between the classification accuracy on test
and real data is explained by the fact that: 1) models can be
retrained on training data, which leads to a loss of generali-
zability when working with new data; 2) test datasets usually
have a similar structure and distribution to training data,
while real data may contain more noise, irregularities, and
unknown variants, which affects the accuracy of models.

The best results in terms of accuracy on the test set and real
data were obtained by LSTM and RNN neural networks.
The worst result was obtained by MLP.

The second set of experiments was conducted to deter-
mine the optimal model in terms of classification time.

The experiment consisted in determining the average
transmission time of 1 packet without connecting the arti-
ficial intelligence model and with the connection for anom-
aly detection. The packet was transmitted 1000 times using
each method. After that, the average transmission time
was determined. The following tools were used for the ex-
periment: onnxruntime [16] —to connect trained models to
the system; sharppcap [17] — to listen to the main network
device; Stopwatch from the System.Diagnostics library [18]
—to determine the data transfer time.

Based on the experimental results, we determined the ap-
proximate classification time for each of the three models
that provide the most accurate predictions (Table 5).

Table 5. Average classification time when transferring 1 data packet

Model name

Average data transmission time, s

Classification time, s

without classification

with classification

GBM 0.18 0.23 0.05
RNN 0.2 0.47 0.27
LSTM 0.19 0.53 0.34
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The RNN and LSTM neural network models spend more
time on prediction. However, the order of the numbers that
determine the transmission time with and without predic-
tion of these models is the same.

Conclusions

1. Based on the results of computational experiments us-
ing examples of the Network Intrusion Detection da-
taset based on the RFE method, the 10 most significant
features were identified and used as input data for the
task of binary classification of network traffic anoma-
lies.

Predictive models were determined: KNN, Logistic Re-
gression, Decision Tree, GBM, MLP, RNN, LSTM.

We have configured and trained implementations of
these models from the resources Scikit-learn, Tensor-
Flow.

According to the results of computational experiments,
the models that are optimal in terms of accuracy for de-
tecting network traffic anomalies in a distributed com-
puter system are determined: LSTM (F1 score: 0.97 on
the test sample, 0.95 in the working mode) and RNN (F1
score: 0.97 on the test sample, 0.94 in the working
mode).

Thus, the use of defined machine learning models for the
construction of network traffic anomaly detection subsys-
tems in distributed electrical generation systems based on
renewable sources will allow to increase their reliability and
stability, especially considering the instability of the energy
system of Ukraine during the war.
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