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The use of synchrophasors (UPMUs) for performing synchro-
nized vector measurements in distribution electric power sys-
tems integrated with renewable energy networks is analyzed.
This approach enables real-time monitoring and feedback on
operational parameters, thereby allowing for timely detection of
islanded networks, improved reliability, and enhanced energy
efficiency. We propose an intelligent computer-integrated sys-
tem that provides continuous multichannel monitoring of syn-
chronization parameters in real-time and generation of synchro-
nization signals for synchrophasors in intelligent electrical
systems and mobile communication means with increased relia-
bility. To generate synchronization signals with increased resili-
ence in war conditions, it is recommended to use special GNSS
radio receivers, which should be developed with a focus on resil-
ience, to unintentional failures and targeted attacks, as well as
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technologies of hybrid synthesis of synchronization signals and

additional methods of synchronization signal sources’ reservation. The current publication addresses the issues of
measuring, monitoring and digital data processing, redundancy of reference synchronization sources, and diversify-
ing the processes of providing synchroni-zation signals for smart grids and mobile communications networks. The
created automated computer-integrated system for multi-channel monitoring of synchronization signals aggregates
digital data obtained from the software and hardware tools of various manufacturers and ensures prompt and reli-
able diagnostics of a status of the synchronization network both in normal operation mode and in emergency situa-
tions. The placement of synchronization devices will be planned taking into consideration geographical aspects, re-
gional features, possible replacement of satellite radionavigation systems, and the use of a greater number of
primary synchronization sources. The publication presents an analysis of the results of the procedure for switching
over to backup source (alternative priority) in case of emergencies. Reference 28, fig. 2.
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CB0EYACHO BUABAAMU i30/1b08AHI Mepexci, nidsuwysamu Ha-
diliHicmb ma eHepeoeghekmuesHicmo. [IpornoHyemeoca iHmesne-
KmyasnbHa KOMIT tomepHo-iHme2poeaHa cucmema, AKa 3a6e3-
neyye 6e3nepepsHull 6A2aMOKAHAAbHUL  MOHIMOPUH2
napamempie CUHXPOHI3auii 8 pexcumi peasbHO20 Yacy ma 2e-
Hepauito cuzHanie CUHXPOHI3ayii 0a1a cuHxpogasopie 8 iHMe-
AEKMYQAnbHUX efnekmpuyHUX cucmemax ma 3acobax mobisne-
HO20 38'A3Ky 3 nidsuujeHoro HaodiliHicmo. [Ans eeHepauil
CU2Hanie CUHXPOHI3auii 3 nidsuuweHoro giomosocmilikicmio y
BOEHHUX YM0BAX PEKOMeHOYEMbCA 8UKOpUCMO8y8amu crieui-
anbHi padionpulimaui GNSS, AKi NOBUHHI Po3pobasmMucs 3 ak-
ueHmom Ha cmilikicme 0o HeHasMucHuUx 36oie ma uinecrps-
MOBAHUX AMAK, 0 MAKOX MeXxHOos0e2ii 2ibpudHO20 CUHMe3y cu2Hasi8 CUHXPOHI3auii ma dodamkosi memoou
pe3epsy8aHHA Oxcepesn cuzHanie CUHXPOHI3auii. Y uili nybaikauii po32nadaromecs nUMAHHA 8UMIPHOBAHHS, MOHI-
mopuHay ma yugpoeoi 06pobKu OaHUX, pe3ep8y8aHHA ONOPHUX OXcepesn CUHXPOHI3auii ma ousepcughikauil npo-
uecie 3a6e3ne4yeHHs CU2HAI8 CUHXPOHI3AUIT 08 IHMeAeKmMyanbHUX Mepexc ma mepexc mMobinbHO20 38 A3KY.
CmeopeHa asmomMamu308aHA KOMIT toMepHO-iHme2posaHa cucmema 6a2amoKaHaAbHO20 MOHIMOPUH2Y CU2HA-
71i8 CUHXPOHI3ayii aepeaye yugposi 0aHi, ompumMaHi 8i0 NPospPaMHo-anapamHux 3acobis pizHuUx eupobHukis, i
3a6e3neyye onepamugHy ma HaliliHy 8ia2zHOCMUKY CMAHy Mepexti CUHXPOHI3aUii AK Y HOPMAsIbHOMY pexcumi
pobomu, mak i 8 agapiliHux cumyauisx. Po3miweHHs Npucmpoie CUHXPOHI3AYii NAAHYEMbCA 3 yPAXYy8AHHAM 2e-
o2pacghiyHux acrnekmis, pez2ioHanbHUX 0cobausocmell, MOX(/IUBOI 3aMIHU CyrnymHUKo8uUX padioHasi2ayiliHux cuc-
mem ma 8UKOPUCMAHHSA BinbWoi KinbKocmi nepeuHHuUX Oxcepesn CUHXPOHI3auii. ¥ nybaikauii npedcmaesneHo aHa-
i3 pesyanbmamis npouedypu rnepemMuKkaHHA Ha pe3epsHe Oxepeso (anemepHamusHul npiopumem) y pasi
BUHUKHEHHA asapiliHux cumyauyit. lNocunaHe 28, puc. 2.
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1. Problems of improving the reliability of synchroinfor-
mation systems of critical infrastructure in emergencies

states: “NASPI’s mission is to improve power system relia-
bility and visibility by creating a robust, widely available and
secure synchronized data measurement infrastructure for
the interconnected North American electric power system
with associated analysis and monitoring tools for better
planning and operation, and improved reliability”.

The operation of trunk, interstate, and distribution power
grids, both in normal operation mode and in emergencies,
is carried out by using an automated process control sys-
tem (substations) based on the measurement results of op-
erating parameters [1] performed by synchrophasors (PMU
- Phasor Measurement Unit). The digital data received from
the PMU measuring equipment installed at power grid sub-
stations is processed in real-time mode by a system of con-
tinuous measurement of the parameters and their record-
ing — WAMS (Wide Area Monitoring System), which makes
it possible to virtually display the key indicators in the form
of vector diagrams of increased accuracy [2]. The use of the
WAMS system increases the observability of the electric
power grid, contributing to a clear detection of instability
and disturbances [3].

In distribution power grids, the use of the technology of
synchronous vector measurements by PMU is complicated
due to a large number of nodes, short distances, small dif-
ferences in amplitudes and angles between the nodes,
faster dynamics, and a lack of standard documentation.
These difficulties have led to the development of new high-
precision measurement systems, the so-called microphasor
measurement units (WPMU) or distribution-level PMUs (D-
PMUs) [5]. These devices can measure synchronized volt-
age and current vectors (both amplitude and phase) in real
time with higher resolution and accuracy. The high accu-
racy and sampling rate of uPMU measurements make it
possible to use them to detect MicroGrid islands and im-
prove grid stability by using the proposed intelligent algo-
rithms [6]. The use of microPMU devices in distribution net-
works is considered by scientists from the Faculty of
Electrical Engineering at Sonsil University (Seoul, Korea) [7].
In particular, it is noted that taking into account the price
indicators of PMU equipment, they were used mainly on

The examples of practical implementation of the results of
innovative research and the first applications of the solu-
tions that served to transform power grids into very reliable
and safe systems are given in a collective monograph (ed-
ited by Stuart Borlase) [4]. These solutions are based on im-
proving grid controllability by creating a synchronized PMU
infrastructure (NASPI or NASPInet). The monograph [4]

40



BigHosntoBaHa eHepretka. Ne 3/2025 | KomnieKcHi npobaemu eHepreTMiHnx cuctem Ha ocHosi HBAE

trunk networks. Attention is focused on the use of uPMU
devices in distribution networks with renewable energy
sources, which ensures increased reliability and resilience
of networks, cost savings, and environmental and political
benefits. The authors of the article [7] conclude that the use
of WPMU is important in power distribution systems inte-
grating networks with renewable energy sources.

The results of a comprehensive study of modern uPMU
technology [8] confirmed its effectiveness. The authors of
the article [8] note that with the increasing penetration of
renewable energy sources, which are controversial in na-
ture, it is necessary to have the hardware and software that
can monitor and provide real-time feedback on the operat-
ing parameters of electricity grids. These parameters can
maintain the stability of electricity production and that of
the grid. In the article [8], scientists from India conclude
that it is necessary to create a relevant unit that would not
only increase the efficiency of the practice of using uPMU
technologies but also raise the automation of all aspects of
electricity generation, transmission, and distribution to a
new level [8].

In Ukraine, in 2021-2022, the National Energy Company
Ukrenergo deployed the WAMS system with 24 PMUs at 20
substations, one NPP, and four substations of European op-
erators and piloted the Inertia Monitoring Application [3].
The presentation [3], delivered at the RSA 2024 conference
(RSA Conference is a state-owned company, one of the
largest system operators in Europe), also notes that it was
planned to install additional PMUs at 25 Ukrenergo substa-
tions and connect generating capacities in the future. Im-
plementing the WAMS system with PMU measuring equip-
ment is one of the key elements of reaching the dispatch
control level that would meet European standards and syn-
chronizing the Ukrainian Power System with the European
ENTSO-E [2].

The analysis of the conducted studies makes it possible to
assert a tendency to expand the use of synchronous vec-
tor measurement technology at various power facilities
and increase the number of PMU equipment, along with
putting stricter requirements to the same [3-8]. To meet
the requirements for generating discrete time instants at
which synchronized measurements of voltage and current
phasors are performed, dedicated synchronization de-
vices, synchronization networks, and computer-inte-
grated systems are used. It is crucial to carry out simulta-
neous, specified at the corresponding discrete time
instants, i.e. synchronized, vector measurements in PMU
equipment that is geographically distributed across power
facilities. The problem of determining discrete time in-
stants at each site where the PMU equipment was in-
stalled, is solved by using synchronization signals, which
essentially make it possible to resolve time uncertainties
[1, 4, 9-15]. The international standards IEEE C37.118.1-
2011, IEEE C37.118.2-2011 define an accuracy of 1 mi-
crosecond for synchronization signals in synchronized
vector measurements with PMU equipment. If the time
parameters of synchronization signals deteriorate, the

technical performance of both control systems and, ac-
cordingly, the intelligent electric power grids they control
will be degraded. This dependence affects the energy sup-
ply and energy efficiency, which necessitates the use of
modern time synchronization devices along with high-
quality tools for monitoring the parameters of the syn-
chronization signals they generate [9-15].

The problem of high-quality and reliable provision of PMU
equipment with time synchronization signals for measuring
voltage values and shapes of the signals in real time has
been studied by foreign and domestic experts. For exam-
ple, the results of the Synchrophasor technology research,
which was conducted by NASPI (North American Synchro-
phasor Initiative) members and is based on the use of time
synchronization signals generated from the data of the
global positioning system (GPS) in PMU equipment, are
presented in publications [12, 13]. The approaches to using
Synchrophasor technology in power supply systems using
time synchronization signals to synchronize geographically
distributed elements of power supply systems are pro-
posed, and the basic requirements for synchronization pro-
cesses are formulated. Practical recommendations have
been developed within the framework of Synchrophasor
technology to ensure the required measurement accuracy,
stability, and reliability of the measuring instruments, over-
all safety in the use of power supply systems, compliance
with existing standards, cost optimization, nomenclature of
software products for the implementation of this technol-
ogy [12, 13].

It is important that the common method of using Global
Navigation Satellite Systems (GNSS) radio receivers as the
sources of positioning, navigation and time (PNT) infor-
mation to generate time synchronization signals, which
solves the accuracy problem for many critical infrastructure
tasks, cannot always provide the required reliability. This
method of generating time synchronization signals has a
significant drawback that is a significant dependence on the
characteristics of the open radio signal propagation envi-
ronment. The analysis of the studies confirms the presence
of this dependence and determines its impact on the syn-
chronization systems of critical infrastructure [16-19].

An assessment of the dependencies of critical infrastruc-
ture’s synchronization systems in the financial and tele-
communications industries of the United States in case of a
GPS failure is presented in [17]. The emphasis is placed on
the dependence of critical infrastructure systems, which of-
ten cannot function properly without accurate time signals,
and timing system failures can have serious consequences
with potential threats, including economic losses, reduced
security, and loss of human life.

The publication [14] discusses the results that the IEEE
P1952 working group used to develop “voluntary” stand-
ards based on the use of GPS and other global navigation
satellite systems (GNSS) for the widespread implementa-
tion of positioning, navigation, and timing (PNT) services at
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critical infrastructure facilities in many high-tech sectors of
the economy, including power grids and telecommunica-
tions infrastructure. The comprehensive, cybersecurity-
based approach to PNT resilience proposed in the publica-
tion, without providing specific implementation examples,
is intended to ensure the widespread application of the Re-
silient PNT Conformance Framework, which is focused on
achieving the final result. This approach should, in the long
run, reduce the vulnerability of PNT user devices (UEs) that
were not designed with a focus on resilience to uninten-
tional failures and targeted attacks [14].

In Ukraine, the issues of highly reliable provision of syn-
chroinformation signals to the generating capacities of in-
telligent electric power grids, as well as to consumers in
other sectors of the economy, were considered through the
creation of a unified national synchroinformation system
[16]. In today's conditions, the practical implementation of
the full-scale unified national system, both within the coun-
try's borders and in the areas of use, is complicated. Analy-
sis of the domestic publications suggests that it is problem-
atic to create even a separate synchronization complex
based on a network of NTP and PTP servers with master
servers synchronized with UTC(UA), the national time
standard of Ukraine, which was supposed to be an alterna-
tive to the GPS synchronization. This situation occurred
even though the National Research Center “Institute of Me-
trology” formulated “requirements for serious reorganiza-
tion and organizational measures” in order to create a syn-
chronization complex “as an alternative to GPS
synchronization - the best way to develop the Time and Fre-
quency Service” [20]. Instead, the results of the develop-
ment and trial operation of a “subsystem for providing uni-
form time to military consumers, which is based on the
national standard of time and frequency units, the original
standard of time and frequency units of the Armed Force of
Ukraine with the use of precision time servers and fiber-op-
tic technologies for the transmission of time synchroniza-
tion signals via PTP and NTP protocols over the packet data
networks - Ethernet” confirmed the possibility of transmit-
ting the reference time and frequency synchronization sig-
nals [21].

Significant and effective results have been obtained by do-
mestic specialists in solving the problems of providing syn-
chronization information for cellular communication
means [10, 22]. The 2G/GSM, 3G and 4G/LTE mobile com-
munication technologies introduced in Ukraine are pro-
vided with synchronization information transmitted by ap-
propriate signals. Highly stable generators, synchronization
devices, telecommunication channels, and special control
and measuring equipment are used to generate synchroni-
zation signals [10, 22]. A set of elements and links between
them form an integral structure, i.e. synchronization sys-
tem, which, thanks to synchronization information, pro-
vides a solution to temporal uncertainty in geographically
distributed devices. To ensure the possibility of generating

synchronization signals with unified indicators and provi-
sion of quality mobile communication services in war con-
ditions, the measures to back up the synchronization net-
work have been taken [10, 22]. Thus, domestic specialists,
in war conditions, and in other emergency and abnormal
situations, have accumulated practical experience in the
design and operation of synchronous systems of cellular
communication.

The positive experience gained in the creation of syn-
chroinformation systems of various telecommunication
means in Ukraine [9-11, 16, 22] is recommended to be
used in the process of developing the measures to im-
prove the stability and reliability of intelligent electric
power grids. It should be taken into account that after the
transition and further synchronous operation of the IPS of
Ukraine with ENTSO-E, the functioning of intelligent elec-
tric power grids is directly related to the quality indicators
of time synchronization signals (accuracy, stability) and
reliability of the information transmitted by them [3, 9-11,
16]. According to the NPC standard 20.261:2021 “Tech-
nical Policy of NPC Ukrenergo in the Development and Op-
eration of Trunk and Interstate Power Grids”, time syn-
chronization should be implemented both at substations
with outdated equipment and at new substations [23].
Also, a similar time synchronization should be performed
in the automated process control systems of 220-750 kV
substations of the IPS of Ukraine.

Taking into account the fact that in war conditions, and
other emergency and abnormal situations, the likelihood of
impact on time synchronization signals increases signifi-
cantly, additional organizational and technical measures
are needed. One of such measures may be the use of spe-
cial GNSS radio receivers proposed by the developers of
“voluntary” standards, which should be designed with a fo-
cus on resilience and may be more resistant to uninten-
tional failures and targeted attacks [14].

In order to increase resilience of the synchronous infor-
mation system for intelligent electric power grid, which
is very important in war conditions, it is proposed to use
a device for multichannel monitoring of synchronous in-
formation, a smart system for collecting and processing
monitoring data, and a device for hybrid synthesis of
synchronous signals in the system structure (Fig. 1). The
proposed structure of the synchroinformation system
will make it possible to diversify synchronous infor-
mation support and create an intelligent computer-inte-
grated system for multichannel monitoring of synchroni-
zation signal parameters. The intelligent computer-
integrated system will provide simultaneous monitoring
of several such signals, viewing of measurement data,
their recording on storage devices and generation of in-
formation to support decision-making in order to in-
crease the reliability of synchronization information of
the intelligent electric power grid.
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Fig. 1. Structure of the synchroinformation system for intelligent electric power grid

2. Results of the development and implementation of
measures to improve the reliability of synchronization
system in the cellular network in war conditions

The next stage in mobile communication development,
which is 4G/LTE Advance and 5G technologies, requires
synchronization of signals with increased accuracy (up to
one nanosecond instead of one microsecond) and requires
a reduction in network delays (up to microseconds instead
of milliseconds) with an increase in the number of synchro-
nization units in the network [22].

The most advanced synchronization networks today are
those that provide a reference frequency and accurate time
to 2G/3G/LTE mobile base stations. Frequency synchroni-
zation (synchronization, i.e. frequency or clock synchroni-
zation) is a remote comparison of clocks using the PTP (Pre-
cision Time Protocol) protocol in a packet network in
combination with differentiation of time errors [22, 24-26].

Asynchronous data transmission methods and technology
protocols have led to the introduction of new stability pa-
rameters of synchronization signals that enable the evalua-
tion of stability quality in a packet environment. Measure-
ments in the packet environment are based on the data
calculation required not only to evaluate the accuracy of
time verification and frequency stability, but also to evaluate
such network parameters as two-way and one-way packet
delay, as well as PDV (Packet Delay Variation) [22, 24].

With the move to IP/MPLS packet networks, synchroniza-
tion methods have also changed radically, with new types
of reference signal transport, new protocols, new types of
synchronization equipment, and even new stability param-
eters for evaluating reference signals and synchronization
equipment.

In the development process of synchronization network
based on the PTP protocol, the following factors that ensure
the quality and reliability of this network were identified:
planning the placement of top-level PTP servers that is pri-
mary clocks (GrandMaster); ensuring the necessary reserva-
tion (both on the hardware level of the PTP server and in the
network); as well as conducting monitoring measurements
of stability parameters. To organize the planning of PTP syn-
chronization network, it is necessary to consider the require-
ments of ITU-T G.8261.1 Recommendation [27] in terms of
the number of retransmissions. The maximum number of re-
transmissions can be up to five or up to ten, depending on
the selected switching principle on IP/MPLS routers [22, 24].
The second limiting factor is the number of base stations
served (actually PTP clients or “ordinary clocks”) by one PTP
server. As a rule, available PTP servers can provide the
proper quality for up to 1,000 PTP clients (depending on the
manufacturer) [22]. However, a PTP server should never be
loaded to its maximum capacity, as in this case network re-
dundancy becomes more difficult to implement. Network re-
dundancy refers to the capability of servicing the PTP clients
of one PTP server by neighboring ones in case of an emer-
gency [16, 22, 24]. Thus, a rational solution assumes planning
of PTP servers to operate at 50% load (usually up to 500 base
stations/PTP clients per PTP server). The experience of PTP
technology implementation shows that for small neighbor-
ing regions of Ukraine one PTP server is sufficient, for larger
regions — two, and for the largest ones (including a city with
over one million inhabitants) — four. This allows for providing
backup sources from neighboring regions. It should also be
noted that PTP servers themselves must have hardware-
level redundancy: two power supplies, two high-stab-ility os-
cillators (Rb or OCX0O), two GNSS receivers
(GPS/GLONSS/Galileo/BeiDou) or one GNSS receiver plus an
external input of 2MHz/1E1 synchronization reference signal
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from a classic TDM synchronization network (with cesium
primary reference sources and GNSS backup) [15]. This will
ensure high-quality reference signals for quite a long time.

Planning and redundancy considerations for a PTP synchro-
nization network to support 4G/LTE and 5G mobile commu-
nication are generally similar to the previously developed
principles. However, there are several significant differ-
ences. According to ITU-T G.8275.1/ G.8275.2 Recommen-
dations [28], phase synchronization and microsecond accu-
racy must be ensured at each base station. To achieve this,
the required accuracy must be delivered directly to the
base station. This is possible when using an additional
equipment known as “boundary clock” (BC). BCs are placed
between PTP servers and PTP clients. Each region will re-
quire from two to five BCs (depending on the number of
base stations in the region). Also, 4G/LTE and 5G technolo-
gies will require updating a software of the existing PTP
servers and improving of their primary accuracy. This will
be achieved by installing a new PRTC (Primary Reference
Time Clock) — a version of PRC for IP network and phase
synchronization, as specified in ITU-T G.8272.1 Recommen-
dation. The projected number of PRTCs for Ukrainian net-
works is between three and five units per operator, located
in different regions. Furthermore, when planning a PTP syn-
chronization network, it is necessary to take into account
both the unicast (G.8275.2) [28] and multicast (G.8275.1)
operation modes of the phase synchronization equipment.

The indicated functioning dependence of the complex of
high-tech facilities on synchronous information necessi-
tates the development and implementation of modern
means for measuring the quality of synchronization signals,
as well as the creation of an automated computer-inte-
grated system with machine intelligence (computational,
artificial), which will ensure the possibility of effective im-
plementation of the multichannel monitoring technology
of synchronization devices geographically distributed over
the network objects [15, 16].

To ensure uninterrupted operation of synchroinformation
systems in war conditions, the planning of synchronization
network must take into account certain criteria, must in-
clude the redundancy for reference sources of synchroniza-
tion signals and the appropriate switching over to the re-
dundancy in case of an emergency and network overload
due to the traffic. This mode of network operation is classi-
fied as an intensive operation mode. It is also necessary to
continuously monitor (measure) stability parameters of
synchronization signals in the network in intensive opera-
tion mode for a timely assessment of the performance of
the network and synchronization equipment, and for ade-
guate response to emergencies . In addition, it is necessary
to have backup sources of synchronization reference sig-
nals in case of prolonged absence of signals from GNSS ra-
dio navigation systems [15]. For GNSS backup, precession-
ary cesium oscillators are the most appropriate. For
multicast mode, in this case, a long-term phase storage
functionality is required. Such devices are already available
from vendors. The technology of multi-channel monitoring

is not an alternative to the existing synchronization meas-
uring tools, which may be from different manufacturers
and of different generations; on the contrary, it performs
an integration function, at least in the information and an-
alytical sense. It is recommended to use the measurement
functions of the synchronization devices operating on the
network through the existing control systems of these de-
vices. Given the above, an automated computer-integrated
system for multi-channel monitoring of synchronization
signals is hardware and software that combines the meas-
urement capabilities of equipment from different manufac-
turers in a single user interface. The software must perform
the functions of collecting, storing and subsequently pro-
cessing the measurement results of synchronization signal
parameters. Such a monitoring system is used, for example,
in the “Kyivstar” network.

The software receives current measurement data from the
existing synchronization devices and from the multi-chan-
nel control units. The server part of the software must be
deployed on a dedicated server. Operators have access to
the server part (each under their own account) and can pro-
cess and compare the measurement results with other sim-
ilar results by using the user’s software. Therefore, the soft-
ware must include: a “Server part”, a “User part”, a
“Database”. The delay deviation parameters of PDV (Packet
Delay Variation) and TIE (Time Interval Error) are measured
directly at the sites where synchronization devices are in-
stalled (the measurement intervals and the presence or ab-
sence of both parameters among the received data depend
on the equipment settings). Based on the measurement re-
sults, it is possible to calculate the following stability pa-
rameters of the synchronization equipment: MTIE (Maxi-
mum Time Interval Error), TDEV (Time Deviation) — derived
from TIE and MAFE (Maximum Average Frequency Error) —
derived from PDV (it is possible to expand this list by adding
other stability parameters as additional ones).

It is necessary to provide the server parameters needed for
installing the “Server Component” software. The server
must run Windows OS (a UNIX-like OS is acceptable if a part
of the user’s software can run under Windows 0S). The in-
teraction between the server component and the equip-
ment of the multi-channel monitoring system occurs via IP
within the limits determined by the available information
about this equipment, with no restrictions for the devel-
oper based on data exchange and management protocols.
It is important that the “Server Component” software must
not be able to interact with the public Internet for infor-
mation security reasons.

The “Database” software provides the capability to store
the results of continuous measurements of TIE and PDV pa-
rameters and the results of MTIE, TDEV, MAFE calculations
in a digital data format. The data is stored as separate files
in graphical or text format. The database can be integrated
with the “Server Component” software.

The structure of the automated computer-integrated sys-
tem of multichannel monitoring of synchronization signals
is shown in Fig. 2.
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Fig. 2. Structure of the automated computer-integrated system of multichannel monitoring of synchronization signals

3. Conclusions

Smart power grids integrating networks with renewable en-
ergy sources, as well as mobile communication systems,
which, under wartime conditions, cannot function properly
without precise time signals, require the use of additional
methods and technical means. Under such conditions, the
quality of time signals can be improved by increasing the
resilience of synchronization systems that generate them.

The analysis of the operation of signal synchronization sys-
tems in smart power grids has confirmed the trend of ex-
panding the use of PMU-based synchronized phasor meas-
urement technology of in transmission, interconnection
and distribution power grids integrating renewable energy
sources, which necessitates the implementation of organi-
zational and technical changes to meet the requirements
for generating time synchronization signals.

It is proposed to use GNSS radio receivers (designed with
priority on resilience), synchronization networks, and syn-
chroinformation systems in the structure of a smart power
grid integrating networks with renewable energy sources
to address the resilience problem in time synchronization
signals, taking into account not only current conditions but
also the post-war state.

The publication presents the structure of synchroinfor-
mation system for a smart power grid, the purpose of which
is to generate time synchronization signals with enhanced
fault tolerance. The system includes external sources of
synchroinformation, as well as equipment installed at
power facilities (devices for multichannel monitoring and

hybrid synthesis of synchronization signals, generators of
reference output synchronization signals, intelligent sys-
tems for monitoring data collection and processing).

It is proposed to use additional methods for redundancy of
time synchronization signal sources. Based on the results of
research and operational experience in the digital network
of a telecommunications operator, these methods have
demonstrated their effectiveness, ensuring improved resil-
ience of mobile communications under wartime condi-
tions.

Using mobile communications as an example, the principles
of synchronization network redundancy are presented. The
key stability parameters that need to be measured and
monitored in case of emergencies are identified. Require-
ments have been developed for the software, and a de-
scription is provided of an intelligent computer-integrated
system that ensures continuous multichannel real-time
monitoring of synchronization signal parameters and the
generation of synchronization signals with enhanced stabil-
ity.It is proposed to carry out a scheduled distribution of
synchronization devices taking into account geographical
aspects, regional characteristics, possible replacement of
satellite radio navigation systems, and the use of a larger
number of primary synchronization sources.

It is worth emphasizing that the developed and imple-
mented automated computer-integrated multi-channel
system for monitoring of synchronization signals, men-
tioned in the current publication, has improved the reliabil-
ity of the mobile communications network of one mobile
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operator both in normal operation mode and in wartime.
Therefore, the proposed organizational and technical
measures to increase resilience ensure the generation of
synchronous signals with improved quality parameters.
They can be recommended for continuous monitoring of
synchronous information parameters in real time at facili-
ties across various sectors of the national economy as well
as for improving the defense capability and security of the
state.

The work was carried out under the budgetary theme "Sci-
entific and technical principles of restoration and controlla-
bility of the power system of Ukraine in the post-war period
under synchronous operation with the European Network
of Transmission System Operators for Electricity (ENTSO-E)»
(KIMKBK 6541030).
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